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all areas where uncounted coin may be
stored during the drop and count proc-
ess.

(iv) Monitoring and recording of soft
count room, including all doors to the
room, all table game drop boxes, safes,
and counting surfaces, and all count
team personnel. The counting surface
area must be continuously monitored
and recorded by a dedicated camera
during the soft count.

(v) Monitoring and recording of all
areas where currency is sorted,
stacked, counted, verified, or stored
during the soft count process.

(u) Change booths. The surveillance
system shall monitor and record a gen-
eral overview of the activities occur-
ring in each gaming machine change
booth.

(v) Video recording and/or digital record
retention. (1) All video recordings and/or
digital records of coverage provided by
the dedicated cameras or motion-acti-
vated dedicated cameras required by
the standards in this section shall be
retained for a minimum of seven (7)
days.

(2) Recordings involving suspected or
confirmed gaming crimes, unlawful ac-
tivity, or detentions by security per-
sonnel, must be retained for a min-
imum of thirty (30) days.

(3) Duly authenticated copies of video
recordings and/or digital records shall
be provided to the Commission upon re-
quest.

(w) Video library log. A video library
log, or comparable alternative proce-
dure approved by the Tribal gaming
regulatory authority, shall be main-
tained to demonstrate compliance with
the storage, identification, and reten-
tion standards required in this section.

(X) Malfunction and repair log. (1) Sur-
veillance personnel shall maintain a
log or alternative procedure approved
by the Tribal gaming regulatory au-
thority that documents each malfunc-
tion and repair of the surveillance sys-
tem as defined in this section.

(2) The log shall state the time, date,
and nature of each malfunction, the ef-
forts expended to repair the malfunc-
tion, and the date of each effort, the
reasons for any delays in repairing the
malfunction, the date the malfunction
is repaired, and where applicable, any
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alternative security measures that
were taken.

(y) Surveillance log. (1) Surveillance
personnel shall maintain a log of all
surveillance activities.

(2) Such log shall be maintained by
surveillance room personnel and shall
be stored securely within the surveil-
lance department.

(3) At a minimum, the following in-
formation shall be recorded in a sur-
veillance log:

(i) Date;

(ii) Time commenced and terminated;

(iii) Activity observed or performed;
and

(iv) The name or license credential
number of each person who initiates,
performs, or supervises the surveil-
lance.

(4) Surveillance personnel shall also
record a summary of the results of the
surveillance of any suspicious activity.
This summary may be maintained in a
separate log.

[67 FR 43400, June 27, 2002, as amended at 70
FR 47107, Aug. 12, 2005]

§542.40 What is a Tier C gaming oper-
ation?
A Tier C gaming operation is one
with annual gross gaming revenues of
more than $15 million.

§542.41 What are the minimum inter-
nal control standards for drop and
count for Tier C gaming oper-
ations?

(a) Computer applications. For any
computer applications utilized, alter-
nate documentation and/or procedures
that provide at least the level of con-
trol described by the standards in this
section, as approved by the Tribal gam-
ing regulatory authority, will be ac-
ceptable.

(b) Table game drop standards. (1) The
setting out of empty table game drop
boxes and the drop shall be a contin-
uous process.

(2) At the end of each shift:

(i) All locked table game drop boxes
shall be removed from the tables by a
person independent of the pit shift
being dropped;

(i1) A separate drop box shall be
placed on each table opened at any
time during each shift or a gaming op-
eration may utilize a single drop box
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with separate openings and compart-
ments for each shift; and

(iii) Upon removal from the tables,
table game drop boxes shall be trans-
ported directly to the count room or
other equivalently secure area with
comparable controls and locked in a se-
cure manner until the count takes
place.

(3) If drop boxes are not placed on all
tables, then the pit department shall
document which tables were open dur-
ing the shift.

(4) The transporting of table game
drop boxes shall be performed by a
minimum of two persons, at least one
of whom is independent of the pit shift
being dropped.

(5) All table game drop boxes shall be
posted with a number corresponding to
a permanent number on the gaming
table and marked to indicate game,
table number, and shift.

(6) Surveillance shall be notified
when the drop is to begin so that sur-
veillance may monitor the activities.

(c) Soft count room personnel. (1) The
table game soft count and the gaming
machine bill acceptor count shall be
performed by a minimum of three em-
ployees.

(2) Count room personnel shall not be
allowed to exit or enter the count room
during the count except for emer-
gencies or scheduled breaks. At no
time during the count, shall there be
fewer than three employees in the
count room until the drop proceeds
have been accepted into cage/vault ac-
countability. Surveillance shall be no-
tified whenever count room personnel
exit or enter the count room during the
count.

(3) Count team members shall be ro-
tated on a routine basis such that the
count team is not consistently the
same three persons more than four (4)
days per week. This standard shall not
apply to gaming operations that utilize
a count team of more than three per-
sons.

(4) The count team shall be inde-
pendent of transactions being reviewed
and counted. The count team shall be
independent of the cage/vault depart-
ments, however, an accounting rep-
resentative may be used if there is an
independent audit of all soft count doc-
umentation.

§542.41

(d) Table game soft count standards. (1)
The table game soft count shall be per-
formed in a soft count room or other
equivalently secure area with com-
parable controls.

(2) Access to the count room during
the count shall be restricted to mem-
bers of the drop and count teams, with
the exception of authorized observers,
supervisors for resolution of problems,
and authorized maintenance personnel.

(3) If counts from various revenue
centers occur simultaneously in the
count room, procedures shall be in ef-
fect that prevent the commingling of
funds from different revenue centers.

(4) The table game drop boxes shall
be individually emptied and counted in
such a manner to prevent the commin-
gling of funds between boxes until the
count of the box has been recorded.

(i) The count of each box shall be re-
corded in ink or other permanent form
of recordation.

(ii) A second count shall be per-
formed by an employee on the count
team who did not perform the initial
count.

(iii) Corrections to information origi-
nally recorded by the count team on
soft count documentation shall be
made by drawing a single line through
the error, writing the correct figure
above the original figure, and then ob-
taining the initials of at least two
count team members who verified the
change.

(5) If currency counters are utilized
and the count room table is used only
to empty boxes and sort/stack con-
tents, a count team member shall be
able to observe the loading and unload-
ing of all currency at the currency
counter, including rejected currency.

(6) Table game drop boxes, when
empty, shall be shown to another mem-
ber of the count team, or to another
person who is observing the count, or
to surveillance, provided the count is
monitored in its entirety by a person
independent of the count.

(7) Orders for fill/credit (if applicable)
shall be matched to the fill/credit slips.
Fills and credits shall be traced to or
recorded on the count sheet.

(8) Pit marker issue and payment
slips (if applicable) removed from the
table game drop boxes shall either be:
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(i) Traced to or recorded on the count
sheet by the count team; or

(ii) Totaled by shift and traced to the
totals documented by the computerized
system. Accounting personnel shall
verify the issue/payment slip for each
table is accurate.

(9) Foreign currency exchange forms
(if applicable) removed from the table
game drop boxes shall be reviewed for
the proper daily exchange rate and the
conversion amount shall be recom-
puted by the count team. Alter-
natively, this may be performed by ac-
counting/auditing employees.

(10) The opening/closing table and
marker inventory forms (if applicable)
shall either be:

(i) Examined and traced to or re-
corded on the count sheet; or

(ii) If a computerized system is used,
accounting personnel can trace the
opening/closing table and marker in-
ventory forms to the count sheet. Dis-
crepancies shall be investigated with
the findings documented and main-
tained for inspection.

(11) The count sheet shall be rec-
onciled to the total drop by a count
team member who shall not function as
the sole recorder.

(12) All members of the count team
shall sign the count document or a
summary report to attest to their par-
ticipation in the count.

(13) All drop proceeds and cash
equivalents that were counted shall be
turned over to the cage or vault cash-
ier (who shall be independent of the
count team) or to an authorized person/
employee independent of the revenue
generation and the count process for
verification. Such person shall certify
by signature as to the accuracy of the
drop proceeds delivered and received.

(14) The count sheet, with all sup-
porting documents, shall be delivered
to the accounting department by a
count team member or a person inde-
pendent of the cashiers department. Al-
ternatively, it may be adequately se-
cured (e.g., locked container to which
only accounting personnel can gain ac-
cess) until retrieved by the accounting
department.

(15) Access to stored, full table game
drop boxes shall be restricted to au-
thorized members of the drop and
count teams.
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(e) Gaming machine bill acceptor drop
standards. (1) A minimum of three em-
ployees shall be involved in the re-
moval of the gaming machine drop, at
least one of who is independent of the
gaming machine department.

(2) All bill acceptor canisters shall be
removed only at the time previously
designated by the gaming operation
and reported to the Tribal gaming reg-
ulatory authority, except for emer-
gency drops.

(3) Surveillance shall be notified
when the drop is to begin so that sur-
veillance may monitor the activities.

(4) The bill acceptor canisters shall
be removed by a person independent of
the gaming machine department then
transported directly to the count room
or other equivalently secure area with
comparable controls and locked in a se-
cure manner until the count takes
place.

(i) Security shall be provided over
the bill acceptor canisters removed
from the gaming machines and await-
ing transport to the count room.

(ii) The transporting of bill acceptor
canisters shall be performed by a min-
imum of two persons, at least one of
who is independent of the gaming ma-
chine department.

(5) All bill acceptor canisters shall be
posted with a number corresponding to
a permanent number on the gaming
machine.

(f) Gaming machine bill acceptor count
standards. (1) The gaming machine bill
acceptor count shall be performed in a
soft count room or other equivalently
secure area with comparable controls.

(2) Access to the count room during
the count shall be restricted to mem-
bers of the drop and count teams, with
the exception of authorized observers,
supervisors for resolution of problems,
and authorized maintenance personnel.

(3) If counts from various revenue
centers occur simultaneously in the
count room, procedures shall be in ef-
fect that prevent the commingling of
funds from different revenue centers.

(4) The bill acceptor canisters shall
be individually emptied and counted in
such a manner to prevent the commin-
gling of funds between canisters until
the count of the canister has been re-
corded.
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(i) The count of each canister shall be
recorded in ink or other permanent
form of recordation.

(ii) Corrections to information origi-
nally recorded by the count team on
soft count documentation shall be
made by drawing a single line through
the error, writing the correct figure
above the original figure, and then ob-
taining the initials of at least two
count team members who verified the
change.

(5) If currency counters are utilized
and the count room table is used only
to empty canisters and sort/stack con-
tents, a count team member shall be
able to observe the loading and unload-
ing of all currency at the currency
counter, including rejected currency.

(6) Canisters, when empty, shall be
shown to another member of the count
team, or to another person who is ob-
serving the count, or to surveillance,
provided that the count is monitored in
its entirety by a person independent of
the count.

(7) The count sheet shall be rec-
onciled to the total drop by a count
team member who shall not function as
the sole recorder.

(8) All members of the count team
shall sign the count document or a
summary report to attest to their par-
ticipation in the count.

(9) All drop proceeds and cash equiva-
lents that were counted shall be turned
over to the cage or vault cashier (who
shall be independent of the count team)
or to an authorized person/employee
independent of the revenue generation
and the count process for verification.
Such person shall certify by signature
as to the accuracy of the drop proceeds
delivered and received.

(10) The count sheet, with all sup-
porting documents, shall be delivered
to the accounting department by a
count team member or a person inde-
pendent of the cashiers department. Al-
ternatively, it may be adequately se-
cured (e.g., locked container to which
only accounting personnel can gain ac-
cess) until retrieved by the accounting
department.

(11) Access to stored bill acceptor
canisters, full or empty, shall be re-
stricted to:

(i) Authorized members of the drop
and count teams; and
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(ii) Authorized personnel in an emer-
gency for the resolution of a problem.

(g) Gaming machine coin drop stand-
ards. (1) A minimum of three employ-
ees shall be involved in the removal of
the gaming machine drop, at least one
of who is independent of the gaming
machine department.

(2) All drop buckets shall be removed
only at the time previously designated
by the gaming operation and reported
to the Tribal gaming regulatory au-
thority, except for emergency drops.

(3) Surveillance shall be notified
when the drop is to begin in order that
surveillance may monitor the activi-
ties.

(4) Security shall be provided over
the buckets removed from the gaming
machine drop cabinets and awaiting
transport to the count room.

(5) As each machine is opened, the
contents shall be tagged with its re-
spective machine number if the bucket
is not permanently marked with the
machine number. The contents shall be
transported directly to the area des-
ignated for the counting of such drop
proceeds. If more than one trip is re-
quired to remove the contents of the
machines, the filled carts of coins shall
be securely locked in the room de-
signed for counting or in another
equivalently secure area with com-
parable controls. There shall be a
locked covering on any carts in which
the drop route includes passage out of
doors.

(i) Alternatively, a smart bucket sys-
tem that electronically identifies and
tracks the gaming machine number,
and facilitates the proper recognition
of gaming revenue, shall satisfy the re-
quirements of this paragraph.

(ii) [Reserved]

(6) Bach drop bucket in use shall be:

(i) Housed in a locked compartment
separate from any other compartment
of the gaming machine and keyed dif-
ferently than other gaming machine
compartments; and

(ii) Identifiable to the gaming ma-
chine from which it is removed. If the
gaming machine is identified with a re-
movable tag that is placed in the buck-
et, the tag shall be placed on top of the
bucket when it is collected.
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(7) Each gaming machine shall have
drop buckets into which coins or to-
kens that are retained by the gaming
machine are collected. Drop bucket
contents shall not be used to make
change or pay hand-paid payouts.

(8) The collection procedures may in-
clude procedures for dropping gaming
machines that have trays instead of
drop buckets.

(h) Hard count room personnel. (1) The
weigh/count shall be performed by a
minimum of three employees.

(2) At no time during the weigh/count
shall there be fewer than three employ-
ees in the count room until the drop
proceeds have been accepted into cage/
vault accountability. Surveillance
shall be notified whenever count room
personnel exit or enter the count room
during the count.

(i) If the gaming machine count is
conducted with a continuous mechan-
ical count meter that is not reset dur-
ing the count and is verified in writing
by at least three employees at the
start and end of each denomination
count, then one employee may perform
the wrap.

(ii) [Reserved]

(3) Count team members shall be ro-
tated on a routine basis such that the
count team is not consistently the
same three persons more than four (4)
days per week. This standard shall not
apply to gaming operations that utilize
a count team of more than three per-
sons.

(4) The count team shall be inde-
pendent of transactions being reviewed
and counted. The count team shall be
independent of the cage/vault depart-
ments, unless they are non-supervisory
gaming machine employees and per-
form the laborer function only (A non-
supervisory gaming machine employee
is defined as a person below the level of
gaming machine shift supervisor). A
cage cashier may be used if this person
is not allowed to perform the recording
function. An accounting representative
may be used if there is an independent
audit of all count documentation.

(i) Gaming machine coin count and
wrap standards. (1) Coins shall include
tokens.

(2) The gaming machine coin count
and wrap shall be performed in a count
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room or other equivalently secure area
with comparable controls.

(i) Alternatively, an on-the-floor drop
system utilizing a mobile scale shall
satisfy the requirements of this para-
graph, subject to the following condi-
tions:

(A) The gaming operation shall uti-
lize and maintain an effective on-line
gaming machine monitoring system, as
described in §542.13(m)(3);

(B) Components of the on-the-floor
drop system shall include, but not be
limited to, a weigh scale, a laptop com-
puter through which weigh/count appli-
cations are operated, a security camera
available for the mobile scale system,
and a VCR to be housed within the
video compartment of the mobile scale.
The system may include a mule cart
used for mobile weigh scale system lo-
comotion.

(C) The gaming operation must ob-
tain the security camera available with
the system, and this camera must be
added in such a way as to eliminate
tampering.

(D) Prior to the drop, the drop/count
team shall ensure the scale batteries
are charged;

(E) Prior to the drop, a videotape
shall be inserted into the VCR used to
record the drop in conjunction with the
security camera system and the VCR
shall be activated;

(F) The weigh scale test shall be per-
formed prior to removing the unit from
the hard count room for the start of
the weigh/drop/count;

(G) Surveillance shall be notified
when the weigh/drop/count begins and
shall be capable of monitoring the en-
tire process;

(H) An observer independent of the
weigh/drop/count teams (independent
observer) shall remain by the weigh
scale at all times and shall observe the
entire weigh/drop/count process;

(I) Physical custody of the key(s)
needed to access the laptop and video
compartment shall require the involve-
ment of two persons, one of whom is
independent of the drop and count
team;

(J) The mule key (if applicable), the
laptop and video compartment Kkeys,
and the remote control for the VCR
shall be maintained by a department
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independent of the gaming machine de-
partment. The appropriate personnel
shall sign out these keys;

(K) A person independent of the
weigh/drop/count teams shall be re-
quired to accompany these keys while
they are checked out, and observe each
time the laptop compartment is
opened;

(L) The laptop access panel shall not
be opened outside the hard count room,
except in instances when the laptop
must be rebooted as a result of a crash,
lock up, or other situation requiring
immediate corrective action;

(M) User access to the system shall
be limited to those employees required
to have full or limited access to com-
plete the weigh/drop/count; and

(N) When the weigh/drop/count is
completed, the independent observer
shall access the laptop compartment,
end the recording session, eject the vid-
eotape, and deliver the videotape to
surveillance.

(ii) [Reserved]

(3) Access to the count room during
the count shall be restricted to mem-
bers of the drop and count teams, with
the exception of authorized observers,
supervisors for resolution of problems,
and authorized maintenance personnel.

(4) If counts from various revenue
centers occur simultaneously in the
count room, procedures shall be in ef-
fect that prevent the commingling of
funds from different revenue centers.

(5) The following functions shall be
performed in the counting of the gam-
ing machine drop:

(i) Recorder function, which involves
the recording of the gaming machine
count; and

(ii) Count team supervisor function,
which involves the control of the gam-
ing machine weigh and wrap process.
The supervisor shall not perform the
initial recording of the weigh/count un-
less a weigh scale with a printer is
used.

(6) The gaming machine drop shall be
counted, wrapped, and reconciled in
such a manner to prevent the commin-
gling of gaming machine drop coin
with coin (for each denomination) from
the next gaming machine drop until
the count of the gaming machine drop
has been recorded. If the coins are not
wrapped immediately after being
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weighed or counted, they shall be se-
cured and not commingled with other
coin.

(i) The amount of the gaming ma-
chine drop from each machine shall be
recorded in ink or other permanent
form of recordation on a gaming ma-
chine count document by the recorder
or mechanically printed by the weigh
scale.

(ii) Corrections to information origi-
nally recorded by the count team on
gaming machine count documentation
shall be made by drawing a single line
through the error, writing the correct
figure above the original figure, and
then obtaining the initials of at least
two count team members who verified
the change.

(A) If a weigh scale interface is used,
corrections to gaming machine count
data shall be made using either of the
following:

(I) Drawing a single line through the
error on the gaming machine docu-
ment, writing the correct figure above
the original figure, and then obtaining
the initials of at least two count team
employees. If this procedure is used, an
employee independent of the gaming
machine department and count team
shall enter the correct figure into the
computer system prior to the genera-
tion of related gaming machine re-
ports; or

(2) During the count process, correct
the error in the computer system and
enter the passwords of at least two
count team employees. If this proce-
dure is used, an exception report shall
be generated by the computer system
identifying the gaming machine num-
ber, the error, the correction, and the
count team employees attesting to the
correction.

(B) [Reserved]

(7) If applicable, the weight shall be
converted to dollar amounts before the
reconciliation of the weigh to the wrap.

(8) If a coin meter is used, a count
team member shall convert the coin
count for each denomination into dol-
lars and shall enter the results on a
summary sheet.

(9) The recorder and at least one
other count team member shall sign
the weigh tape and the gaming ma-
chine count document attesting to the
accuracy of the weigh/count.
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(10) All members of the count team
shall sign the count document or a
summary report to attest to their par-
ticipation in the count.

(11) All drop proceeds and cash
equivalents that were counted shall be
turned over to the cage or vault cash-
ier (who shall be independent of the
count team) or to an authorized person/
employee independent of the revenue
generation and the count process for
verification. Such person shall certify
by signature as to the accuracy of the
drop proceeds delivered and received.

(12) All gaming machine count and
wrap documentation, including any ap-
plicable computer storage media, shall
be delivered to the accounting depart-
ment by a count team member or a
person independent of the cashier’s de-
partment. Alternatively, it may be
adequately secured (e.g., locked con-
tainer to which only accounting per-
sonnel can gain access) until retrieved
by the accounting department.

(13) If the coins are transported off
the property, a second (alternative)
count procedure shall be performed be-
fore the coins leave the property. Any
variances shall be documented.

(14) Variances. Large (by denomina-
tion, either $1,000 or 2% of the drop,
whichever is less) or unusual (e.g., zero
for weigh/count or patterned for all
counts) variances between the weigh/
count and wrap shall be investigated
by management personnel independent
of the gaming machine department,
count team, and the cage/vault func-
tions on a timely basis. The results of
such investigation shall be docu-
mented, maintained for inspection, and
provided to the Tribal gaming regu-
latory authority upon request.

(j) Security of the count room inventory
during the gaming machine coin count
and wrap. (1) If the count room serves
as a coin room and coin room inven-
tory is not secured so as to preclude ac-
cess by the count team, then the fol-
lowing standards shall apply:

(i) At the commencement of the gam-
ing machine count the following re-
quirements shall be met:

(A) The coin room inventory shall be
counted by at least two employees, one
of whom is a member of the count team
and the other is independent of the
weigh/count and wrap procedures;
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(B) The count in paragraph (j)(1)(i)(A)
of this section shall be recorded on an
appropriate inventory form;

(ii) Upon completion of the wrap of
the gaming machine drop:

(A) At least two members of the
count team (wrap team), independently
from each other, shall count the ending
coin room inventory;

(B) The counts in paragraph
(GH)()(i)(A) of this section shall be re-
corded on a summary report(s) that
evidences the calculation of the final
wrap by subtracting the beginning in-
ventory from the sum of the ending in-
ventory and transfers in and out of the
coin room;

(C) The same count team members
shall compare the calculated wrap to
the weigh/count, recording the com-
parison and noting any variances on
the summary report;

(D) A member of the cage/vault de-
partment shall count the ending coin
room inventory by denomination and
shall reconcile it to the beginning in-
ventory, wrap, transfers, and weigh/
count; and

(E) At the conclusion of the rec-
onciliation, at least two count/wrap
team members and the verifying em-
ployee shall sign the summary re-
port(s) attesting to its accuracy.

(2) If the count room is segregated
from the coin room, or if the coin room
is used as a count room and the coin
room inventory is secured to preclude
access by the count team, all of the fol-
lowing requirements shall be com-
pleted, at the conclusion of the count:

(i) At least two members of the
count/wrap team shall count the final
wrapped gaming machine drop inde-
pendently from each other;

(ii) The counts shall be recorded on a
summary report;

(iii) The same count team members
(or the accounting department) shall
compare the final wrap to the weigh/
count, recording the comparison and
noting any variances on the summary
report;

(iv) A member of the cage/vault de-
partment shall count the wrapped gam-
ing machine drop by denomination and
reconcile it to the weigh/count;

(v) At the conclusion of the reconcili-
ation, at least two count team mem-
bers and the cage/vault employee shall
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sign the summary report attesting to
its accuracy; and

(vi) The wrapped coins (exclusive of
proper transfers) shall be transported
to the cage, vault or coin vault after
the reconciliation of the weigh/count
to the wrap.

(k) Transfers during the gaming ma-
chine coin count and wrap. (1) Transfers
may be permitted during the count and
wrap only if permitted under the inter-
nal control standards approved by the
Tribal gaming regulatory authority.

(2) Each transfer shall be recorded on
a separate multi-part form with a
preprinted or concurrently-printed
form number (used solely for gaming
machine count transfers) that shall be
subsequently reconciled by the ac-
counting department to ensure the ac-
curacy of the reconciled gaming ma-
chine drop.

(3) Each transfer must be counted
and signed for by at least two members
of the count team and by a person inde-
pendent of the count team who is re-
sponsible for authorizing the transfer.

(1) Gaming machine drop key control
standards. (1) Gaming machine coin
drop cabinet keys, including dupli-
cates, shall be maintained by a depart-
ment independent of the gaming ma-
chine department.

(2) The physical custody of the keys
needed to access gaming machine coin
drop cabinets, including duplicates,
shall require the involvement of two
persons, one of whom is independent of
the gaming machine department.

(3) Two employees (separate from key
custodian) shall be required to accom-
pany such keys while checked out and
observe each time gaming machine
drop cabinets are accessed, unless sur-
veillance is notified each time keys are
checked out and surveillance observes
the person throughout the period the
keys are checked out.

(m) Table game drop box key control
standards. (1) Procedures shall be devel-
oped and implemented to insure that
unauthorized access to empty table
game drop boxes shall not occur from
the time the boxes leave the storage
racks until they are placed on the ta-
bles.

(2) The involvement of at least two
persons independent of the cage depart-

§542.41

ment shall be required to access stored
empty table game drop boxes.

(3) The release keys shall be sepa-
rately keyed from the contents keys.

(4) At least three (two for table game
drop box keys in operations with three
tables or fewer) count team members
are required to be present at the time
count room and other count keys are
issued for the count.

(5) All duplicate keys shall be main-
tained in a manner that provides the
same degree of control as is required
for the original keys. Records shall be
maintained for each key duplicated
that indicate the number of keys made
and destroyed.

(6) Logs shall be maintained by the
custodian of sensitive keys to docu-
ment authorization of personnel ac-
cessing keys.

(n) Table game drop box release keys.
(1) The table game drop box release
keys shall be maintained by a depart-
ment independent of the pit depart-
ment.

(2) Only the person(s) authorized to
remove table game drop boxes from the
tables shall be allowed access to the
table game drop box release keys; how-
ever, the count team members may
have access to the release keys during
the soft count in order to reset the
table game drop boxes.

(3) Persons authorized to remove the
table game drop boxes shall be pre-
cluded from having simultaneous ac-
cess to the table game drop box con-
tents keys and release keys.

(4) For situations requiring access to
a table game drop box at a time other
than the scheduled drop, the date,
time, and signature of employee sign-
ing out/in the release key must be doc-
umented.

(o) Bill acceptor canister release keys.
(1) The bill acceptor canister release
keys shall be maintained by a depart-
ment independent of the gaming ma-
chine department.

(2) Only the person(s) authorized to
remove bill acceptor canisters from the
gaming machines shall be allowed ac-
cess to the release keys.

(3) Persons authorized to remove the
bill acceptor canisters shall be pre-
cluded from having simultaneous ac-
cess to the bill acceptor canister con-
tents keys and release keys.

153



§542.41

(4) For situations requiring access to
a bill acceptor canister at a time other
than the scheduled drop, the date,
time, and signature of employee sign-
ing out/in the release key must be doc-
umented.

(p) Table game drop box storage rack
keys. (1) A person independent of the
pit department shall be required to ac-
company the table game drop box stor-
age rack keys and observe each time
table game drop boxes are removed
from or placed in storage racks.

(2) Persons authorized to obtain table
game drop box storage rack keys shall
be precluded from having simultaneous
access to table game drop box contents
keys with the exception of the count
team.

(q) Bill acceptor canister storage rack
keys. (1) A person independent of the
gaming machine department shall be
required to accompany the bill accep-
tor canister storage rack keys and ob-
serve each time canisters are removed
from or placed in storage racks.

(2) Persons authorized to obtain bill
acceptor canister storage rack keys
shall be precluded from having simul-
taneous access to bill acceptor canister
contents keys with the exception of the
count team.

(r) Table game drop box contents keys.
(1) The physical custody of the keys
needed for accessing stored, full table
game drop box contents shall require
the involvement of persons from at
least two separate departments, with
the exception of the count team.

(2) Access to the table game drop box
contents key at other than scheduled
count times shall require the involve-
ment of at least three persons from
separate departments, including man-
agement. The reason for access shall be
documented with the signatures of all
participants and observers.

(3) Only count team members shall be
allowed access to table game drop box
content keys during the count process.

(s) Bill acceptor canister contents keys.
(1) The physical custody of the keys
needed for accessing stored, full bill ac-
ceptor canister contents shall require
involvement of persons from two sepa-
rate departments, with the exception
of the count team.

(2) Access to the bill acceptor can-
ister contents key at other than sched-
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uled count times shall require the in-
volvement of at least three persons
from separate departments, one of
whom must be a supervisor. The reason
for access shall be documented with
the signatures of all participants and
observers.

(3) Only the count team members
shall be allowed access to bill acceptor
canister contents keys during the
count process.

(t) Gaming machine computerized key
security systems. (1) Computerized key
security systems which restrict access
to the gaming machine drop and count
keys through the use of passwords,
keys or other means, other than a key
custodian, must provide the same de-
gree of control as indicated in the
aforementioned key control standards;
refer to paragraphs (1), (0), (q) and (8) of
this section. Note: This standard does
not apply to the system administrator.
The system administrator is defined in
paragraph (£)(2)(i) of this section.

(2) For computerized key security
systems, the following additional gam-
ing machine key control procedures
apply:

(i) Management personnel inde-
pendent of the gaming machine depart-
ment assign and control user access to
keys in the computerized key security
system (i.e., system administrator) to
ensure that gaming machine drop and
count keys are restricted to authorized
employees.

(ii) In the event of an emergency or
the key box is inoperable, access to the
emergency manual key(s) (a.k.a. over-
ride key), used to access the box con-
taining the gaming machine drop and
count keys, requires the physical in-
volvement of at least three persons
from separate departments, including
management. The date, time, and rea-
son for access, must be documented
with the signatures of all participating
employees signing out/in the emer-
gency manual key(s).

(iii) The custody of the keys issued
pursuant to paragraph (t)(2)(ii) of this
section requires the presence of two
persons from separate departments
from the time of their issuance until
the time of their return.

(iv) Routine physical maintenance
that requires accessing the emergency
manual key(s) (override key) and does
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not involve the accessing of the gaming
machine drop and count keys, only re-
quires the presence of two persons from
separate departments. The date, time
and reason for access must be docu-
mented with the signatures of all par-
ticipating employees signing out/in the
emergency manual key(s).

(3) For computerized key security
systems controlling access to gaming
machine drop and count keys, account-
ing/audit personnel, independent of the
system administrator, will perform the
following procedures:

(i) Daily, review the report generated
by the computerized key security sys-
tem indicating the transactions per-
formed by the individual(s) that adds,
deletes, and changes user’s access with-
in the system (i.e., system adminis-
trator). Determine whether the trans-
actions completed by the system ad-
ministrator provide an adequate con-
trol over the access to the gaming ma-
chine drop and count keys. Also, deter-
mine whether any gaming machine
drop and count key(s) removed or re-
turned to the key cabinet by the sys-
tem administrator was properly au-
thorized.

(ii) For at least one day each month,
review the report generated by the
computerized key security system indi-
cating all transactions performed to
determine whether any unusual gam-
ing machine drop and count key re-
movals or key returns occurred.

(iii) At least quarterly, review a sam-
ple of users that are assigned access to
the gaming machine drop and count
keys to determine that their access to
the assigned keys is adequate relative
to their job position.

(iv) All noted improper transactions
or unusual occurrences are inves-
tigated with the results documented.

(4) Quarterly, an inventory of all
count room, drop box release, storage
rack and contents keys is performed,
and reconciled to records of keys made,
issued, and destroyed. Investigations
are performed for all keys unaccounted
for, with the investigation being docu-
mented.

(u) Table games computericed key secu-
rity systems. (1) Computerized key secu-
rity systems which restrict access to
the table game drop and count keys
through the use of passwords, keys or
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other means, other than a key custo-
dian, must provide the same degree of
control as indicated in the aforemen-
tioned key control standards; refer to
paragraphs (m), (n), (p) and (r) of this
section. Note: This standard does not
apply to the system administrator. The
system administrator is defined in
paragraph (u)(2)(ii) of this section.

(2) For computerized key security
systems, the following additional table
game key control procedures apply:

(i) Management personnel inde-
pendent of the table game department
assign and control user access to keys
in the computerized key security sys-
tem (i.e., system administrator) to en-
sure that table game drop and count
keys are restricted to authorized em-
ployees.

(ii) In the event of an emergency or
the key box is inoperable, access to the
emergency manual key(s) (a.k.a. over-
ride key), used to access the box con-
taining the table game drop and count
keys, requires the physical involve-
ment of at least three persons from
separate departments, including man-
agement. The date, time, and reason
for access, must be documented with
the signatures of all participating em-
ployees signing out/in the emergency
manual key(s).

(iii) The custody of the keys issued
pursuant to paragraph (u)(2)(ii) of this
section requires the presence of two
persons from separate departments
from the time of their issuance until
the time of their return.

(iv) Routine physical maintenance
that requires accessing the emergency
manual key(s) override key) and does
not involve the accessing of the table
games drop and count keys, only re-
quires the presence of two persons from
separate departments. The date, time
and reason for access must be docu-
mented with the signatures of all par-
ticipating employees signing out/in the
emergency manual key(s).

(3) For computerized key security
systems controlling access to table
games drop and count keys, account-
ing/audit personnel, independent of the
system administrator, will perform the
following procedures:
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(i) Daily, review the report generated
by the computerized key security sys-
tem indicating the transactions per-
formed by the individual(s) that adds,
deletes, and changes user’s access with-
in the system (i.e., system adminis-
trator). Determine whether the trans-
actions completed by the system ad-
ministrator provide an adequate con-
trol over the access to the table games
drop and count keys. Also, determine
whether any table games drop and
count key(s) removed or returned to
the key cabinet by the system adminis-
trator was properly authorized.

(ii) For at least one day each month,
review the report generated by the
computerized key security system indi-
cating all transactions performed to
determine whether any unusual table
games drop and count key removals or
key returns occurred.

(iii) At least quarterly, review a sam-
ple of users that are assigned access to
the table games drop and count keys to
determine that their access to the as-
signed keys is adequate relative to
their job position.

(iv) All noted improper transactions
or unusual occurrences are inves-
tigated with the results documented.

(4) Quarterly, an inventory of all
count room, table game drop box re-
lease, storage rack and contents keys
is performed, and reconciled to records
of keys made, issued, and destroyed.
Investigations are performed for all
keys unaccounted for, with the inves-
tigations being documented.

(v) Emergency drop procedures. Emer-
gency drop procedures shall be devel-
oped by the Tribal gaming regulatory
authority, or the gaming operation as
approved by the Tribal gaming regu-
latory authority.

(w) Equipment standards for gaming
machine count. (1) A weigh scale cali-
bration module shall be secured so as
to prevent unauthorized access (e.g.,
prenumbered seal, lock and key, etc.).

(2) A person independent of the cage,
vault, gaming machine, and count
team functions shall be required to be
present whenever the calibration mod-
ule is accessed. Such access shall be
documented and maintained.

(3) If a weigh scale interface is used,
it shall be adequately restricted so as
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to prevent unauthorized access (pass-
words, keys, etc.).

(4) If the weigh scale has a zero ad-
justment mechanism, it shall be phys-
ically limited to minor adjustments
(e.g., weight of a bucket) or physically
situated such that any unnecessary ad-
justments to it during the weigh proc-
ess would be observed by other count
team members.

(5) The weigh scale and weigh scale
interface (if applicable) shall be tested
by a person or persons independent of
the cage, vault, and gaming machine
departments and count team at least
quarterly. At least annually, this test
shall be performed by internal audit in
accordance with the internal audit
standards. The result of these tests
shall be documented and signed by the
person or persons performing the test.

(6) Prior to the gaming machine
count, at least two employees shall
verify the accuracy of the weigh scale
with varying weights or with varying
amounts of previously counted coin for
each denomination to ensure the scale
is properly calibrated (varying weights/
coin from drop to drop is acceptable).

(7) If a mechanical coin counter is
used (instead of a weigh scale), the
Tribal gaming regulatory authority, or
the gaming operation as approved by
the Tribal gaming regulatory author-
ity, shall establish and the gaming op-
eration shall comply with procedures
that are equivalent to those described
in paragraphs (u)4), (u)(5), and (u)(6) of
this section.

(8) If a coin meter count machine is
used, the count team member shall
record the machine number denomina-
tion and number of coins in ink on a
source document, unless the meter ma-
chine automatically records such infor-
mation.

(i) A count team member shall test
the coin meter count machine before
the actual count to ascertain if the me-
tering device is functioning properly
with a predetermined number of coins
for each denomination.

(ii) [Reserved]

[67 FR 43400, June 27, 2002, as amended at 70
FR 23026, May 4, 2005; 70 FR 47107, Aug. 12,
2005]
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